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Abstract an education cluster are workstations that are sparsely
distributed across tables in a classroom and do have
In this paper we present the installation and the configereens, keyboards and mice, while clusters of PCs for
uration of Patagonia, a novel “Cluster of PCs” that cdrigh performance computing are densely packed rack
be used alternatively as a compute farm for computatioounted systems kept in a cooled machine room and
or as a classroom for education. The Patagonia clusigred to one central operator console. Despite the com-
is built from off-the-shelf PC hardware but is equippepletely different look of the two kinds of clusters, the
with a high-speed network between the computers to enxrent trends in technology mandate that they are built
able parallel and distributed computation. Based on thth nearly the same components, namely commod-
availability of fast disks and the high-speed network wity PCs leveraging off an ever increasing compute per-
propose “partition cloning” as a novel approach to sofiermance found in single chip microprocessors, high
ware distribution and operating system maintenanceviolume DRAM memories and low cost disk drives of
the cluster. We also discuss the multi-boot setup thssveral GB capacity. Besides the technical specifica-
allows us to configure and operate different operatitigns, both types of PC clusters also have in common
systems for research and education with the least ptigt they have a low utilization compared to traditional
sible interference. Our work includes a security setupainframes and supercomputers. Typically the educa-
that protects the operating systems against each otti@n clusters are only used during the day and maybe in
and a network server concept that can provide one &hé evenings whereas the compute clusters are oftenidle
the same individual filespace for users (i.e. home direghile the programmers work hard to improve the code
tories) transparently to a UNIX and Windows NT workef their parallel applications. We admit that in both us-
station clients. We evaluate the performance of our sofige models the management could fill the capacity of
ware distribution by “partition cloning” over the Gigathe idling processors with embarrassingly parallel com-
bit Ethernet network and found an important applicatigrutations in cryptography, number theory or combina-
of high-speed networking technology that goes beyotutics for research clusters or alternatively bring in PC
parallel computing. As an example of a dedicated softsers from the street that are looking for free text pro-
ware utility for clusters we introduce our cluster admircessors or internet access — but such complementary
istration tool, that was written at our site to maintain angse would hardly improve the cost effectiveness of the
reboot the cluster with ease. The Patagonia setup shamgtallations.
that it is possible to find a common denominator amongAs a consequence we initiated the Patagonia cluster
the different requirements of a PC installation for conproject at ETH Zirich to build a cluster that fits both
putation and for education or more general business ug needs of education and the needs of research. While
A dual use installation of this kind can greatly improveducation has priority during the day on our cluster, re-
the utilization of fast PC workstations over their entirgearch has priority during the night and with some limi-
lifecycle. tations during vacations. The Patagonia cluster is a col-
lection of high-end PCs in a classroom interconnected
by a fully switched Gigabit Ethernet. Dual processors,
1 Introduction large memories and fast disks make the machines fit
for experiments in parallel and distributed computing
Computer clusters in major research universities ambile fast graphics cards, 17 inch monitors, mice and
used for research and education. While both kinds kgyboards make them suitable for instruction in our ad-
installations can be called “clusters” in English, the irvanced CS curriculum.
stallations are far from looking identical. The PCs of While our ideas and the corresponding experimen-



tal study clearly originates from a university environgreat plus in education as well, as they offer the flex-
ment we would like to mention the striking similaritiesbility of using some compute intensive programs as
to many modern corporate computing environments wemonstration cases in advanced lectures.
ing PCs. In those environments the computing needs aréocal hard disk drives in the 10 GB range offer
quite similar. Most companies rely on a rapidly growingnough swap space for virtual memory or enough space
number of compute intensive tasks in data mining, coifor the storage of large data sets in compute intensive
binatorial optimization and process simulations in addipplications, as well as for the local installation of most
tion to the typical personal computing needs of a largé the software packages used in education.
number of employees at their desks. A usage model that
can cover persongl computlng and occasional computes, Networking Requirements
intensive tasks with a single infrastructure would be a
great advantage to those businesses. However sudbaeallel and distributed programs usually require fre-
usage model explicitly excludes the traditional transaguent and fast data transfers among the processing
tion processing because it has extremely high requiredes. A high-speed network is therefore important.
ments regarding reliability and data security that cluis the educational case, a fast network eases the ad-
ters of PCs can not meet at this time. ministration of the machines and ensures the scalability
In our subsequent contribution to the workshop waf server based applications in the cluster during peak
will describe the requirements and how we managedttours (e.g. noon time).
find a common system software basis for theal use ~ The high-speed networks specifically designed for
cluster based on a multi-boot setup of several carefulgmpute clusters need to overcome only small dis-
isolated operating system images. We were successéuices within a systems cabinet, since their PCs are rack
in installing a system software setup with several fulipounted machines. The driver software can be greatly
sandboxed operating systems that are bootable in a sanplified if the networking technology offers link level
worked environment. The setup includes multiple Wiritow control, reliable transmission and switches that can
dows NT installations which contradicts the recommeswitch with the full link speed. Most short distance in-
dations of the manufacturer, who is claiming technictdrconnects can provide these services. Unlike compute
unfeasibility. In our Patagonia project we particularlglusters the classroom clusters are spread over larger
focus on the benefits of the high end facilities providetistances, maybe within an entire building. A high-
by the research part of the cluster (mainly the high spegpked networking technology for a dual use cluster must
disks and the high speed network) that also help treméherefore be able to deal with LAN distances. Gigabit
dously with the installation and maintenance of the edithernet could make it possible to have the high speed
cation partitions of the cluster. Although the true cost off a Gigabit/s network as well as the flexible cabling of a
such an installation based on university pricing remainemmodity LAN. A moderrswitchedGigabit Ethernet
very hard to estimate, we are convinced that the coran provide a total switching capacity for 16—-24 Giga-
bined installation could be cheaper and easier to mabit/s and a fully switched non-blocking backplane for a
tain than the installation of two specialized clusters faiual use cluster.
scientific computing and for education.

2.3 Operating System

2 The Different Requirements for Researchers inthe computational and computer sciences

. need the freedom to try different parameters and im-
Education and Research provements to their application code including the OS;

. therefore an open and flexible operating system with a
In the Patagonia cluster, we plan for research usersré%d”y available full source code is required.

computer and computational sciences as well as for geng | .ational users on the other hand might be simple

eral educational users with entirely different requirca—Sers so a complex and unhandy operating system or

mednts In tertms of system foftware, application SOf'[W""(ﬁfei‘ficuIt booting procedure is unacceptable. Even for a
an accgun management. o . pure educational cluster the option to boot different op-
The different usage modes require different adminigeating systems is a big advantage as different lectures
trative setups for the educational and the computatlo%bht have different needs (e.g. our non-standard oper-
installations. ating system Oberon is the programming environment
of choice for several courses here at ETHZ).
2.1 Hardware Requirements In an educational t_environment_with a Ia.rge user base
(over 1000 students in our case) it is also important that
Research users of the cluster need a high performansers can individually configure their accounts and that
computing platform; therefore fast processors andal customization state is associated with the account
large main memory are required. Fast processors arana not with the machines.



2.4 Programming Tools and Application offer great flexibility to have a home directory feach
Software user on a central server. All user files and individual
configuration settings can be properly contained. Ap-
In both usage modes the customers require a set of Bfcation software can be installed in the normal di-
sic, common programming tools and application soffectory tree of a file system. The server exports these
ware, but they will also execute their own programsjes through a shared file system (e.g. NFS) which is
It would be highly desirable to offer the choice of eimounted by the clients. It is therefore easy to install
ther installing application programs on a central servgéw software for use on all machines on the centralized
and loading them over a (fast) network at startup-time §rver. There are some conventions on where to place
to replicate the software on the local harddisk drives Qﬁd how to name Configura’[ion files and the System spe-
each machine at installationtime, which resultsin bett@ﬁc customizations are C|ean|y separated from the user

performance. customizations. A simple but effective protection mech-
anism with read, write and execute permissions for user,
2.5 Security and Maintenance group and world access enforces the separation of state

between user and system settings. Capability based ac-
Computational users typically work in the same grougess control can be used to separate login authentication
or in the same project and usually trust each other. Thayd data access and to secure a server even against un-
are also fairly competent users who know what they dreisted clients (e.g. the virtue and vice principle in AFS
doing. In this mode of operation, security and foo[d]).
proofness of the installation is not very important. But
once a cluster is also used by students, some of them wil] . . .
inevitably try to stretch its limits of allowed use, some-2 Operating Systems with Security and
will try to break into installed applications or crack the Disorganized State

entire system security. Also some simple minded use . .
y y P g er operating systems such as Windows NT are more

icultto handle in clusters since the applications store
ome user state on the local machine, on the server, in
application directory as well as in the local registry

might not understand the system enough to realize wh
they are doing something harmful or cause perman
damage to the installation. An educational or du

use system must therefore protect itself from unwant : ;
changes of state in the operating system images. abases on the client. Storing programs on a central
different operating systems need to be properly Sarrg_rver is therefore extremely difficult. Storing the user’s

boxed (protected from each other) by maintaining a re es on a central Server is .p035|ble,'but due to the fact
that the corresponding registry entries must be loaded

sonable level of overall operating system security. ; .
" op gsy y from the server at login and written back afesch lo-
Research clusters in closed rooms do not need an

additional physical security besides a lock on the dogl. Ut,leltvIZrQi%thgfr >; ngf;f)gge T:]? L?gcl)?fter)r/,mvgllectc;is?s-
Apart from a few selected operators no one has acces {oP » Mg

the machines to open them or to boot other OSes fr ency and fine grained access control than a file system

. . : . and could potentially result in better and more consis-
external devices. Machines in educational clusters %et management of svstem and user settinas. However
located in public rooms and need to be secured agai{hsg incohegrent combir):ation of a reqistr hc?ld.in con-

theft and the booting of any other OS. The machin?s gistry 9

must be closed and attached to the tables with locks. |gurations and a file system holding the data_l causes an

controlled booting environment can be achieved with r}iggﬁ‘:iﬁ? i?;ii;fig:sr and system state in networked

advanced BIOS setup. :

Maintenance of the computational installation is

mostly done by the computational scientists themselvgs3  Qperating Systems without Security

but the educational environment will have designated

professional system administrators. Both groups sho@gerating systems which were kept simple for educa-

be able to maintain their own parts without much intetional purposes or which were meant as a run-time sys-

ference. tem on a personal machine do not offer any security at
all. The only protection might involve a harddisk parti-
tion, containing a clean copy of the operating system in-

3 Classes of Operating Systems cluding all system files, that is mounted read-only. Any
changeable files including the user data must be stored

3.1 Operating Systems with Security and on a different volume (e.g. a ram disk). Most Win-

Well Organized System and User State dows 95 and MacOS classic cluster installations work
with read-only copies and copy to some scratch disks

Most traditional time-sharing operating systems fdf files need to be changed. Due to lacking protection
mainframes and UNIX-like operating systems for PGaechanisms in the CPU (i.e. user and privileged modes)



a programmer with enough skills still has the possibitabling is used. Although LAN (Local Area Network)
ity to directly access the harddisk drive or the netwodabling exists for Myrinet and SCI, it is still expen-
card, but he needs the desire to do so, good prograive and its installation remains specific to a particular
ming skills and has to invest a lot of effort and timéechnology. Permanent cabling of a classroom requires
to get anywhere. Therefore all PC operating systemamger distances and therefore we decided to use fully
that must change some state within the OS installatisnwitched Gigabit Ethernet as high-speed network based
or within application packages for user customizatioms universal fiberoptic cabling. Gigabit Ethernet with its
are generally a bad idea for public access. They werabling flexibility and its great price due to the high vol-
designed to run on personal computers and not on pube comes at the cost of reliable transfers and limited
lic computers. Unfortunately there are many interestifigw control options on the links and in the switches. In
application programs that are only available for thoseir CoPs project [12] we plan to develop better driver
common operating systems without security. software to compensate for this deficiency.

The Dell-machines are desktops, which can easily be
. placed on the tables. Minitowers placedder the ta-
4 The Hardware of the Patagonia bie are in the path of the cleaning crews and therefore
Cluster their cabling is exposed to damage. The PCs have hooks
to secure the equipment and support Advanced Power

The classroom for the cluster offers space for 24 P sae Ta?seirpnerg;tacrﬁn;rsoluzgrg‘:rf?;V;rrgggsuhn;g;fg Sdagp-
configured as workstations with keyboard and C y b y b by

monirs. The el besed P nsiald ar of (7 USES S pes foure T bese
type Dell Precision 410with 17 inch EIZO monitors. P 9

: . . of unused machines during the day helps to save en-
Each machine contains a Pentium Il processor runnin

at 400 MHz, 128 MB SDRAM memory connected tet%y and keep the room at a more reasonable working

. s Qemperature. For operation in compute mode our air-
a 100 MHz front side bus and a built-BCom Cy- congitioning units arz capable of coopling the room with
cloneFast Ethernet network interface card (NIC). Six- . . :
; . ; " all. machines running at full speed, but with the CRT
teen machines are equipped with an additional Secorﬂgnitors turned off and only few people in the room
Pentium Il processor, a total of 256 MB of main mem- '
ory and aPacket Engines GNIC-IGigabit Ethernet ~ The harddisk drives have a size of 9 GB, allowing sev-
NIC connected to a centr@labletronGigabit switch by eral operating system images including application soft-
fiberoptic cables. All machines are equipped withem- Ware to be installed at the same time. The disks shipped
gate Cheetablltra2 SCSI harddisk drive with a capacitydy the original manufacturers had to be replaceder
of 9 GB. warranty against the quiet disks agreed uponin the order
The high end hardware configuration of the systerﬁ@d the fans of the network switches had to be replaced
results in a few performance characteristics that are crg-Otherwise the classroom would have been at risk of
cial to the success of our @posed installation, Setuploosmg its attraction as a decent working place because
and maintenance procedures for the operating systeff§00 much noise. The cost per workstation in the dual
First even the Fast Ethernet backup LAN can transféfe Patagonia cluster is estimated to stay at about 1.5
an aggregate of about 10 MByte/s between machinEig?eS the cost of our pure education clusters (i.e. uni-
at this time the Gigabit Ethernet LAN can transfer uprocessor 400 MHz PCs with just 64 MB memory and
to 38 MByte/s under Linux and 15-16 MByte/s un.(_:heap_IDE disks). Given the high cost of the office space
der Windows NT, but this indicates that the drivers af8 ZUrich and the cost of the human resources to plan,
still unstable and of questionable quality. Second tistall and maintain such a cluster the costs of the PCs
400 MHz CPUs can uncompress the data of compres§é8 /€ss important than they might appear.
raw disk partitions at about 9 MByte/s. And third, the For now copies of all the software packages are stored
Ultra2 SCSI disks can write data streams with almosh the local disks. For the central storage of user data
20 MByte/s and read them back with 16 MByte/s. Thgn old Windows NT server based on an Intel 80486 pro-
local memory system is capable of copying data witessor was taken over from a previous installation. All
almost 100 MByte/s (full memcpy() with a contiguougunctions of this server will soon be replaced by a high
read and write stream). performance UNIX server running Samba. The new
The design goals of a dual use cluster put some s@rver can handle user file systems for UNIX and Win-
usual requirements on the networking technologies usavs NT accounts in a uniform way. The research par-
in the Patagonia cluster. For rack mounted computatiditions are served by a separate Linux server with a raid
only clustersMyrinet or SCI (Scalable Coherent Inter-storage system directly connected to the Gigabit Eth-
face) proved to be the best choice of a Gigabit/s netrnet. Account management is performed through NIS
working technology. Both technologies are fast, reliabtver the network exactly the same way it is done for the
and cheap as long as only SAN (System Area Netwom@rsonal workstations of the researchers in our group.



5 The System Software of the studentscan be keptonasimple floppy disk or ona ZIP
; drive.
Patagoma Cluster For the computational operations we chose to install

. ) Linux and Windows NT as operating systems. Linux
For educational mode of operation, two types of 0p§& an Open SourcedS which offers great flexibility

ating systems are required: Windows NT and Oberqg, yesearchers [8]. Some software and drivers for our
Windows NT is a well-known commodity OS that i;qyanced networking hardware are unfortunately only
most suitable for introduction courses involving the Usgsijaple for Windows NT, therefore this OS is also in-
of word processors, spreadsheets, databases and glgh@k for selected applications and performance test-
information systems such as WWW and e-mail. A Sifj i the research mode of our cluster. For maximum
gle language for the user intedes is not sufficient t0 fexibility, the Windows NT used in research is installed
cover the education of students in computer science 3ac separate partition that is completely isolated from
other departments. Computer scientists work 0N S@yjcational use and is password protected as an entire
eral platforms simultaneously and prefer a consist§page. Additionally this partition is also maintained by

English user interface across all platforms, while mog{e scientists and file protection is not enabled since it is
other students learn faster if the course materials Wiifs needed.

ten in German are consistent with the user interface of
the operating system and the application software. Un-
til all common operating systems and common applice  Installation, Security and Setup
tions support switching between multiple languages on .

the fly, separate installations must be maintained. The for Maintenance
different nationalized versions of most application prg: . .
grams can not be installed concurrently and theref e1 Initial Installation

the Patagonia cluster features two fully isolated Winxs g first step to initial installation the 9 GB harddisks
dows NT installations for education in German and ifye partioned into a small 20 MB partition for the boot-
EngllSh These images are pI’OVided in addition to ﬂﬁ@anager (See be|ow), a partition for Windows NT edu-
Windows NT image with experimental drivers and d&ation in English, in German and a Windows NT par-
velopment tools for research. Again the OS sandbayion for scientific work,each 2 GB in size are. Fur-
ing techniques created for the dual purpose clusters offigs; we add two partitions for the ETH specific Oberon
new possibilities for the educational mode of operatioBystem, one for Oberon education and one for Oberon
For the time being, a working set consisting of theesearch respectively, each of which is 100 MB in size.
most common software is installed on the local disks a Linux setup for the computational users we install
drives for faster access, ease of installation and to tak& GB partition for the root file system and a smaller
as much load as possible from the (old and soon to b28 MB swap partition. A 1 GB partition is left as
replaced) central Windows NT server. We plan to mgpare partition for future operating systems to be in-
grate more applications back to the server once the nstalled later (such as e.g. Solaris x86, NetBSD or Rhap-
servers become operational. All user home directorissdy) or for more swap sge.
are stored on a central server running Windows NT. TheThe booting procedure is accomplished by a commer-
boot-partitionas well as all other local partitions are hidial boot utility namedSystem CommandeA startup
den and protected from the users access. Thiipar screen permits the users to select a partition with the de-
of the active operating system is remapped and appesired OS image from a list of options and allows pass-
to the users of any Windows NT Education image asviford protection for certain partitions as well as for re-
there were only one single partition on the C: drive. movable devices such as the floppy or the ZIP drive. The
Besides the two Windows NT partitions for educatiot®0l boots the mentioned OS without any problems or
in German and English, the disks of the Patagonia cligecial configuration.
ter also host the Oberon System [9]. Oberon is a pro-
gramming language, a run-time- and operating systgm Replication of OS Images by
with an integrated development environment for object “Cloning”
oriented or structured programming. The Oberon sys-
tem is kept lean, simple and easily fits into a very smalhe basic setup for multi-boot améich OS are installed
disk partition or main memory. All data is stored on then a master machine. To generate the master we proceed
local disk, which is mounted read only. The modulds the point where the OS images had to be configured
and objects of the system are only copied to a RAM-digér each machine with unique names and addresses for
when required. As there are no user accounts in Oberaiwork operation. Once the master is set up, we du-
and no home directories, no server is needed. Netwglicate the internal disk image of the Master to an iden-
access is used only for common Internet services likkeal external disk drive. To do so, we boot a service
e-mail, WWW and printing. The programming work ofOS (i.e. a minimal Linux system) from a zip drive or a



boot floppy disk and then copy the master image on tifibe same task is accomplished in UNIX systems by
internal disk to an external one block-wise with tfe¢  configuring the corresponding mounting tables.
command. Copies of entire partitions are referred to as~or the purpose of allowing the same application links
cloning Subsequently we attach the external disk to #ind shortcuts stored in the user profiles) across all Win-
other machines using tldel command in the other di-dows NT installations on campus, we enlist the device
rection to copy the external disk onto the internal oneame remapping mechanism of Windows NT and remap
This is only required for the initial setup. For furthethe partitions in a way that the partition of the active OS
installation we can use the network to distribute copieisnage is always the C: drive. With this setup it is even
To keep the individual configuration of the operapossible to switch between two different Windows NT
ing systems at a minium, we introduced a DHCP sengystems transparently for an English or German version,
which serves IP addresses and names derived fromwgle maintaining the same user profiles and application
unigue Ethernet MAC address in the builtin network idinks. All these tricks and treats would not be necessary
terface. In adifion to DHCP a few simple scripts permitunder a well designed OS like Linux that offers mount
to setup the individual setup of the different maching®ints in the file system and keeps mount a privileged
(e.g. we have a few dual-processor and a few singfgseration.
processor machines). As the cluster is also used by many students, the
Oberon images configure themselves at startup st&iistem must make a reasonable effort to protect itself
cally based on a table with unique identifiers contain&®m being modified or damaged. Within an executing
in the primary Ethernet interface. For daily operatio®S image some protection on the file level can be ac-
the software distribution scheme by cloning also work®mplished by invoking the appropriate security setup
remotely over the standard and the high-speed netwoRk&chanisms offered by UNIX and Windows NT. In the

and is much more comfortable than the initial setup (seducation environment a Windows NT Domain Server
Section 6.4). authenticates users and controls access to the local and

remote files in the cluster — for the research environ-
_ ) ment a Linux server handles all user authentication em-
6.3 Details of the Security Setup ploying the NIS protocol. The Oberon system copies

itself onto a ram disk upon startup and #mxess to the

The most important goals of a successful security sefi3ys is restricted to read-only access at the driver level.
are not to inconvenience the users with unknown and

therefore distracting operational procedures of unknown ) )
OSes. The purpose of a security setup is protect ¢4 Planned Mode of Daily Operation

integrity of the system installation from corruption angye patagonia cluster is in full operation since the be-
thed_lfferentusers from.each other. In altitboot setup ginning of the year 1999 but some fine tuning (espe-
multiple levels of security are needed: cially for the educational Windows NT setup) is still on-
The first level of this security setup handles the bocﬁbing, so we do not yet have much experience in daily
ing procedure. Th&ystem Commandeutility offers maintenance.
menu controlled selection of the operating system ofgq, improved maintenance in the parallel computing
choice and protects research systems and administrafi§ye aCluster Administration Toowas developed at
set_up with a sophisticated passworq protectipn scherggy site (see Figure 4 in appendix A, [11]). The tool vi-
which allows user groups to be defined. This proteq§ajizes the state of each machine in the cluster and indi-
educational users from booting unsupported OSes Willes how it is used (i.e. shows the current load, operat-
Whlch they Would_experlence unexpec.ted authentlcatlmg system and user). The tool is designed for a smaller
failures. Further, it protects from booting from externglyperimental research cluster and even allows to reboot
attached devices and floppy disks. _ ~ a specified OS remotely provided a reboot daemon is
~The second level of system security deals with th@nning in all OSes available on the cluster. While the
VISIbI|It'y (or better non-_V|5|b|I.|t_y) of'other.non—actlvequery functions pose no problem, the tool needs to be
operating systems, their partitions including boot pagrapted to work around the device lock of the secure
tition with its administrative tools. It should remain imyindows NT installations in the Patagonia cluster.
possible to access or modify data from alternate parti-wijth the help of the cluster administration tool and
tions at least not for a normal, mortal user. In order {fe fast network it would be easy to remotely boot a
dissuade educational users from cracking system segyspect machine with a potentially destroyed education
rity, a shareware tpol, callebeviceLock h'd?s unused partition into a service OS (e.g. a minimal Linux) and
partitions and denieaccess to them from Windows NT estore the suspect partition from a default image stored

on a server.
1 - i i . . . .
hnp_?/mmv_cc%mr';im@\/ Communications, Should an entire disk image be damaged, a new disk
2DeviceLock for Windows NT@SmartLine, image can be installed in the same way as in the ini-
http://www.protect-me.com/dl/index.htm tial installation from an externally attached disk drive



or, with a well configured boot floppy disk containingvith the login defines among other things, the following
the minimal service OS, even over the network. main attributes: (1) user login and password, (2) groups
As the reinstalled OS supports DHCP, it is not rée which user belongs, (3) location of user home direc-
quired to configure the installation to the IP address tafry, (4) location of user profile.
the reinstalled machine as the system will get its ad-To allow the user to login from any PC in the do-
dress from the DHCP server. Note that unlike aut@ain, the user profile must be of the roaming type, i.e.
mated installs or configuration scripts our technique liscated on the file server. In the case of the file server
completely OS independent and will therefore work fgroviding SMB services from a UNIX machine, the
future releases of Linux and Windows NT. With theseser's home directory registered with the security ac-
mechanisms we could achieve a fully automated maiceunts manager is on the file server and the user pro-
tenance that protects our cluster from the worst OS fdile is located within the user’s home directory. In this
ures and many damaging manipulations. setup the user has only one home directory for use on
both platforms. To cope with this, the following sub-

6.5 A Network Account Setup for UNIX directories are located within the UNIX home directory
and Windows NT for use by Windows NT:

The Patagonia cluster integrates the two most widdif data used to store files created directly by the users.
used operating systems available today, Windows I}{I-H'profile holds the user profile tree including
and UNIX. All students in our department are given a ntuser.dat

UNIX and a Windows NT account. In the past the two R

accounts have been served by two distinct servers. TRiglocs holds all the preferences of the different appli-
implies, among other things, that users are now using cations run on the Windows NT workstation like
space on both servers that could very well be integrated MSOffice or Netscape.

into a single one, with a corresponding gain in flexibil-

ity and saving in administrative effort. This can be done Since the Windows NT server stores only rights and
through the use of the UNIX Samba package, whigmivileges the bulk of the user’'s data is being served
implements the SMB (Short Message Block) protoctiiom UNIX and the disk quota for UNIX is also applica-
within the Microsoft Networks/OpenNET File Sharindle for working under Windows NT. Itis currently set to
Protocol family, which supports the sharing of file sy$0 MB per user. User profiles will be originally created
tems, printers and communication abstractions, suchoasthe Windows NT server, tested and then placed on
named pipes [5, 10]. Samba enables UNIX file systentee UNIX server. The Windows NT Policy Editor can
to be shared on the PC in the same way as shared ffigeused for this task.

systems are mounted from an genuine NT server. It re-This approach entails the installation of an account
quires operation of an SMB daemon on the file serven UNIX and on Windows NT. The UNIX account is
and SMB clients on each PC. Two different services eét-up according to well-established procedures and in-
a Windows NT server are important for our cluster: Thaeependent of the Windows NT account by the UNIX
authentication service as a primary domain controlladministrators. For accounting purposes, a single user
(PDC) and the simple network file system service. Thatabase is used to record the user’s account. However
Samba design for UNIX allows a variety of configuranstallation remains a 2-step process first on UNIX and
tions: then on Windows NT.

For full integration of account management, the con- The Windows NT subdirectories on the Samba share
figuration of Samba as a true PDC with authenticati@me set up by a Windows NT login script, i.e., if they do
and file service for a Windows NT protection domainot exist, they will be dynamically created and the ap-
would be most attractive. However there are sevgueopriate configuration scripts with initial preferences
doubts as to whether this will be practical and robukke the Netscape settings, will be copied from a tem-
with the current software releases, since they do not sppate which is dependent on which group the user be-
port the full functionality of a PDC. The UNIX solu-longs to. This means that Samba will take the Home
tion lacks e.g. support for redundancy in a backup dand Profile user’s variables from the PDC.
main controller (BDC) or user groups for example. A One important issue to be tackled in this approach is
conservative deployment requires that we still maintaftutomatic password synchronization between the Win-
a genuine Windows NT server as PDC but handle dsws NT PDC and the Solaris NIS setup. With the
many services as possible with the existing powerfalirrent configuration featuring a Windows NT Server
Sun SPARC infrastructure run under Solaris 2.6. Oas a PDC, a Windows NT user password change will
current solution is now described in more detail. be updated on the PDC and BDC (primary and backup

In an NT network the user can log in either locally ttT server) but not for authentication of the file system
the PC or to any of the domains in which the PC paservices provided by the UNIX server under Samba.
ticipates. The user accounts database entry associdied Windows NT authentication module has builtin



hooks for integrating library modules implementings it provides higher performance than 1024 bytes. The
third-party authentication protocols, such as Samba. \W&ta transfers measured for cloning are accomplished by
are currently evaluating a third party software solutioeading and uncompressing the compressed image of a
that provides proper password synchronization betwe2rGB Windows NT partition withgzip on the clients
Windows NT and UNIX. and pipeing the resulting data stream to the raw device
For the time being, accounts are being created ohadd command, which eventually writes the data to
UNIX and a list is sent to the Windows NT server wherthe clients partition. In the case of a distribution with
the accounts are created with the appropriate rights@@in OS images, thgzipcommand for decompression
running batch scripts. In the very near future we expestnot required andd can read and write the data from
to be able to generate accounts on UNIX with installéhe NFS mounted partition directly to the local partition
tion scripts that will be copied to the PDC in a specifigzhich is to be cloned.
subdirectory and which will run at regular intervals to
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In this section we will discuss the measured perfor- g 1000 - g
mance of our approach to OS installation by partition Y 55 1 - g A
cloning and experimentally show that this is an OS in- {4
07\\\\\\\\\\\\\\\\\\\\
dependent, fast and scalable approach to better systems ARRRRA z - z
maintenance. - - N
Over standard Fast Ethernet (100BaseT) the speed of Number of Nodes
software distribution is limited by network bandwidth O Fast Ethernet (compressed)
and the particular hub/switch topology of the network A Gigabit Ethernet (compressed)
in a classroom. The 24 machines in the Patagonia clus- Fast Ethernet (plain transfer)
ter are connected in a way that the there are four rows Gigabit Ethernet (plain transfer)

of tables with space for six machines each. Underneath

every row is a twelve port Ethernet hub which is corgjgyre 1: Total execution times for distributing a 2 GB

nected to a Ethernet switch in the communication rooiindows NT Operating System partition simulaneously
With the hub/switch combination all machines on atab{g 1, 2, 5, 10, 20 machines by partition cloning in the

shere the ban.dwidth over asingle str_in.g tothe baCkboﬁ%tagonia cluster.
This network is the base network as it is supported by all
used OSes. The classroom setup is quite different from
a rack mounted cluster, where the machines are usuallyhe measured execution times of a few partition
close enough teach other for an easier and more h@joning runs with different numbers of clients over the
mogenous cabling. two networks are shown in Figure 1. The numbers in-
For experiments with the high-speed network cowlicate that distributing an OS patition over the switched
figuration sixteen machines of our cluster are directtyigabit Ethernet takes less time than over Fast Ether-
connected to a Gigabit Ethernet switch by fiberoptic caet and scales far better with an increasing number of
bles. The fiberoptic network allows a star network togients, as was expected from the topology. We expect
switch backplane that can route up to 24 GBit/s of tgerfect scalability from 10 to 15 clients but an exten-
tal traffic. The measurements reported here are donestve run with all 15 clients connected to Gigabit Eth-
only twelve Gigabit Ethernet NICs, since four cards akgnet is still to be done. The distribution technique
presently in use for software development. with compressed images seems to reduce the cloning
One of the PCs in the cluster is equipped with an atimes, although this is not obvious from the basic per-
ditional 18 GB Seagate SCSI disk drive which contaifigrmance date of the machines. The decompression rate
the master images used for reinstalling/restoring OS iwfa 400 MHz CPU, the network bandwidth and the disk
ages by partition cloning. This machine serves as a netite bandwidth of an Ultra2 SCSI drive are sufficiently
work file system (NFS) server and offers a choice of Q%ose to each other that a prediction of performance is
images as image files to all the other machines in thnteresting. For runs with 10 client machines distribut-
cluster. For the measurements, the clients are broughtrngan uncompressed image over Fast Ethernet synchro-
under Linux and the shared file system with the imagei&ation was lost and the server showed an unsual high
is mounted over the Fast Ethernet or Gigabit Ethernet disk activity which could be responsible for the dispro-
spectively. An NFS block size of 4096 bytes was usegortionally long execution time.



Variability of the execution times for the distribution of a 2GB partition
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Figure 2: Variability of the execution times for distributing a 2 GB Windows NT Operating System partition
simulaneously to 10 and 20 machines by partition cloning over Gigabit and Fast Ethernet.

In our experiments we log the execution time of each
client machine involved so we can study the balance of
the load put on the network. The execution times are
clustered into two groups of clients when Fast Ethernet
is used. The effect is best visible in the bar graph of
Figure 2, where a separate bar for each client is drawn.
The five machines with longer execution times are the
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machines which are connected to the same hub as the -
server machine and therfore experience the overload of 10
the network connection to the server. o
The search for the limiting factor is best done with 0 ‘ ‘ ; ;
0 5 10 15 20

a simple pipeing analysis. For the analysis the effec-

. . ) e Number of Nod
tive transfer rates to the disks during a distribution are umberotFodes

i Fast Eth t
comp_uted and_ compared to the maximal throughput of — Cg;pre;;”detransfer
the different pieces of the system (e.g. the decompres- Gigabi

. . . . . —_— gabit Ethernet
sion speed or the disk write bandwidth). The chart in compressed transfer
Figure 3 shows the total, aggregate bandwith of data [ FastEthemet
transfers to the disk drives. Note that in some cases this plain transfer
is not the bandwidth as sent over the network because 0 ;;f;'frg‘ﬁsr;‘;t

compression is used in some cases. Where compressed

images are used, the data is uncompressed by the Clﬁahre 3: Total (aggregate) transfer bandwidth achieved

after receiving it from the network and beforeitmg . ~. . . .
it to the disk. Again, this figure shows that compressi?j distributing @ 2 GB Windows NT Operation System

. . ) ition simul | 1,2,5,10,2 hin r-
images allow for a higher write data rate and that t grtition simulaneously to 1,2,5,10,20 machines by pa

. L ion cloning inthe P nia cl r.
fully switched Gigabit Ethernet scales better than péﬁlonconmg In the Patagonia cluste

tially switched Fast Ethernet.

8 Conclusions ing a third party boot manager with a good user inter-
face helps computer illiterate users as well as more de-
In our contribution to this years CC99 workshop weanding users to boot their favored OS on the machines
are able to report about thecmesful installation of the Without much effort. The wish-list of improvements in-
Patagonia cluster at ETHufich. Patagonia is a per-cludes a standardized and more visible shutdown button
sonal computer cluster for both educational and co@Pd a better usage of the power saving features in all in-
putational use. The cluster is in educational use sirg@lled operating systems to keep the classroom cooler
the beginning of the year without major problems ar@ld more pleasant to work in.
the necessary software tools for research are about to b&he high end configuration of our research machines
installed. The use of high performance hardware maldelped their purpose in several ways. The fast networks
the cluster immediately popular in our departement. Uasnd fast disks simplifiy the installation, setup and main-



tenance procedures although using multiple operatiRgferences

systems can lead to highly increased complexity. Dur-

ing the initial configuration of our “master” machine, [1] W. Y. Arms. Reflections on Andrew (educational
frequent backups of the entire disk or individual parti- ~ computing at Carnegie Mellon)EDUCOM Re-
tion images to the big and fast disk drives for achival ~ view, 25(3), 1990.

were an indispensable tool, as small changes in orLS]

partitions OS configurations could break the system s
badly that a restart and further installations remained
impossible. Especially the proper setup of Windows NT3] D. J. Becker, D. Sterling, T.and Savarese, J. E.
security involved much trial and error since the OS lacks  porband, U. A. Ranawake, and C. V. Packer. Be-
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Appendix A: lllustrations
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Figure 4: The Patagonia cluster administration tool allows remote supervision and operating system selection. The
monitor and console windows are easily portable Tcl/Tk scripts. The maintenance functions are supported by catd
(cluster administration tool deamon) which was ported to most operating systems in the cluster.
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