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Abstract. Clusters of Personal Computers (CoPs) offer excellent compute performance at a low price. Workstations with “Gigabit to
the Desktop” can give workers access to a new game of multimedia applications. Networking PCs with their modest memory subsystem
performance requires either extensive hardware acceleration for protocol processing or alternatively, a highly optimized software system
to reach the full Gigabit/sec speeds in applications. So far this could not be achieved, since correctly defragmenting packets of the
various communication protocols in hardware remains an extremely complex task and prevented a clean “zero-copy” solution in software.
We propose and implement a defragmenting driver based on the same speculation techniques that are common to improve processor
performance with instruction level parallelism. With a speculative implementation we are able to eliminate the last copy of a TCP/IP
stack even on simple, existing Ethernet NIC hardware. We integrated our network interface driver into the Linux TCP/IP protocol
stack and added the well known page remapping and fast buffer strategies to reach an overall zero-copy solution. An evaluation with
measurement data indicates three trends: (1) for Gigabit Ethernet the CPU load of communication can be reduced processing significantly,
(2) speculation will succeed in most cases, and (3) the performance for burst transfers can be improved by a factor of 1.5-2 over the
standard communication software in Linux 2.2. Finally we can suggest simple hardware improvements to increase the speculation
success rates based on our implementation.
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1. Introduction mance is quite disappointing. Figure 1 shows the data rates
achieved for large transfers with the message passing library
High data rates in the Gigabit per second range are onegP-MPI [12] and with standard networking protocol stacks
the enabling technologies for collaborative work applicaFrCP/IP as of fall 1999. The tests execute over Gigabit Eth-
tions like multimedia collaboration, video-on-demand, digiernet and Myrinet interconnecting the same PC hardware.
tal image retrieval or scientific applications that need to aghe Myrinet-MPI performance (lower gray bar) is close to
cess large data sets over high speed networks. Unlike c@ie PCI bus limit and proves that data transfers at a Gigabit/s
ventional parallel programs, these applications are not codgsked can indeed be achieved. The TCP performance (black
for APIs of high speed message passing libraries, but for thgrs) is about one third of the maximal achievable rate and
socket API of a TCP/IP protocol stack. illustrates the problem we are focusing on, the poor perfor-
The number of Fast Ethernet (100 MBit/s) and Gigabihance with a TCP standard interface over Gigabit Ethernet.
Ethernet (1000 MBit/s) installations is rapidly growing agne reason for the better performance of message passing
they become the most common means to connect worksgger Myrinet the technologies large packet sizes and that
tions and information appliances to the Internet. High vothere is no need for packet fragmentation.
umes translate into low unit costs and therefore Gigabit Eth-
ernet technology could become highly interesting for clustef'® P! 400MHz Bx440. = Transterrate ot 000
computing, although the technology itself was designed for a e e e S B m
traditional networking world of globally interconnected net-g  TCP-Windows NT 18
works (i.e., the Internet).
Over the past five years several different Gigabit/s neta
working products for clusters of PCs were announced. Thr@ MPI-Linux 2.2
prominent examples of current Gigabit/s networking prod
ucts are Gigabit Ethernet [23], Myrinet [3], and Scalable Cog TCP-Linux 2.0-BIP
herent Interconnect (SCI) [17]. All three interconnects caig
connectto any workstation or PC through the PCl bus. Giga-
bit Ethernet networking hardware is readily available, but the 20 40 60 80 100 120 140
discrepancy between hardware performance and overall sys- Transfer-rate [MByte/s]
tem performance remains the highest for Gigabit Ethernefgure 1. Throughput of large data transfers over Gigabit per second point-
For standard interfaces and standard protocols such as ttheint links with standard and special purpose networking technology and
socket APl and TCP/IP the resulting communication perfor- communication system software.
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TCP-Linux 2.2

MPI-Linux 2.0-BIP 125
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Gigabit Ethernet, like all previous versions of Ethernet, In the next few paragraphs we give an introduction into
has been designed for an unacknowledged, connection-lpssvious work on zero-copy software techniques and into
delivery service. The basic Gigabit Ethernet standard proeetworking alternatives that are not subject to the problem of
vides point-to-point connections supporting bi-directiongdacket fragmentation due to their better hardware support.
communication including link-level (but no end-to-end) flow
control. One of its big advantages is the backward cor-1. Zero-copy software architectures

patibility with its predecessors, Fast Ethernet (100 MBit/s) o
and Classic Ethernet (10 MBit/s). The downside is that t4@ny past efforts for better communication system software

maximum transmission unit (MTU) of Ethernet (1500 Byte‘?:&?uSed on designing so calleero-copysoftware architec-
remains smaller than the page size of any processor archit&€s; that are capable of moving data between application
ture. So most Ethernet driver systems use at least one d3gains and network interfaces without any CPU and mem-
copy to separate headers from data, rendering higher 1698 _bus mtenswe_copy ope_ratlons. A variety of host interface
zero-copy techniques useless, unless defragmentation caf®&i9ns and their supporting software have been proposed.
done in hardware. The current Ethernet standard therefd¥g 2dopt and extend a classification found in [7]:
prevent efficient zero-copy implementation. 1. User-Level Network Interface (U-Net) or Virtual Inter-
Looking at the error recovery and the congestion control face Architecture (VIA)Those projects focus on low
mechanisms of Gigabit Ethernet, it might look completely level hardware abstractions for the network interfaces

hopeless to implement a fully compatible, fast zero-copy
TCP/IP protocol stack with the existing network interface
cards (NIC) for the PCI bus. The link-level flow control
of Gigabit Ethernet can be extended with a dedicated net;
work control architecture to enable high speed communica-
tion with a rigorous true zero-copy protocol under certain
assumptions.

and suggest to leave the implementation of the com-
munication system software to libraries in user space
[10,11,25].

User/Kernel Shared Memory (FBufs, 10-LiteJhose
proposed techniques rely on shared memory semantics
between the user and kernel address space and per-
mit to use DMA for moving data between the shared

In the implementation described in this paper we enlist
techniques of speculation for efficient packet defragmenta-
tion at the driver level for TCP/IP over Ethernet. This tech-
nigue makes it possible to use highly optimized zero-copy
software architectures. Without changing any API, we im-
proved the Linux TCP/IP stack and the socket interface. Thé:
rest of the paper is structured as follows: section 2 gives an o
overview of related work in zero-copy software and hard- Oy Pages between user and kernel space by editing
ware architectures, section 3 describes the speculation tech- the MMU table and perform copies only when needed.
nique, that provides the qualitative and the quantitative foun- They can also benefit from DMA to transfer frames be-
dation for our improved Gigabit Ethernet network architec-  tween kernel buffers and the network interface [7].
ture. Section 4 suggests ways to improve the likelihood There are many prototype implementations of the strate-
for a successful speculative transfer with a dedicated ngies mentioned above, but most of them include semantic
work control architecture for cluster computing. Section Festrictions of the API due to zero-copy buffer management
presents some highly encouraging performance results &rwork only with network technologies supporting large
synthetic benchmarks as well as execution times for appiiames. The semantic restrictions for zero-copy buffer man-
cations. Finally, in section 6 we propose three small hardgement and zero-copy implementation basics was investi-
ware changes that could greatly improve the success rategated in [4,5]. The authors of [19] describe a successful im-
speculation and simplify future driver implementations foplementation of a standard communication library for clus-
zero-copy support. ter computing, strictly following the zero-copy paradigm and

the authors of [18] propose better operating system support
for I/O streams using similar principles.

Despite a strict zero-copy regime in the operating system,

mGigabit Ethernetimplementations cannot take full advantage

puting widely acknowledged that badly designed I/O bus®f the techniques mentioned above, because they fail to re-

and slow memory systems in PCs or workstations are tA¥Ve the last copy due to packet defragmentation. The basic
major limiting factor in achieving sustainable inter-nod&€@ Of modifying the Ethernet driver to reduce in-memory

communication at Gigabit per second speeds [16]. copy operationg has been explored with conyentiongl Eth-
Since today’s high speed networks, I/O systems and grnet at 10 MB_lt/g more than a decade ago in the simpler

erarchical memory systems operate at a comparable baf@ntext of specialized blast transfer protocols.

width of roughly 100 MByte/s, one of the most important 4. Blast transfer facilities Blast protocols improve the

challenges for better communication system software is to throughput for large transfers by delaying and coalesc-

prevent data copies ing acknowledge messages. The driver’s buffer chain

memory and network interface. The network device
drivers can also be built with per-process buffer pools
that are pre-mapped in both, the user and kernel address
spaces [9,21].

User/Kernel Page Remapping with Copy on Write and
Copy Emulation These implementations re-map mem-

2. Related work

Previous work resulting from early projects in network co
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is changed to permit the separation of headers and daiactionality entirely in hardware. The rich functionality
of the incoming packets by the network interface cardomes at a hardware cost, that proved to be too high for
In [6], the data parts are directly written to the usecluster computing. A similarly expensive hardware solution
space, while in [20] the pages with the contiguous data SiliconTCP ™ [15]. The product implements a TCP/IP
are re-mapped from kernel to user space. The headeatsck fully in hardware, which leads to the benefit of very
on the other hand, go to kernel buffers in both casesw main processor utilization, but in its current implemen-
Both these schemes need to take some special actitation, fails to keep up with a Gigabit/s rate of fast intercon-
in case the blast transfer is interrupted by some othegcts.

network packet. An alternative approach limits the blast

transfer length and copies the data to the correctlocatiors. Modifying the standard for Gigabit Ethernet

after an interrupted blast.

During the ten years since the investigations on blakp ©vercome the problem of packets smaller than a memory
transfers, the network and memory bandwidths have iA29€, some vendors changed the Gigabit Ethernet standard
creased by two orders of a magnitude and different arch)Y introducing Jumbo Frames [1]. In this solution the maxi-
tectural limitations apply. However, the design of populdf@ Ethernet packet size (MTU) is increased to 9 KByte and
network interface cards for Fast and Gigabit Ethernet h&sProprietary network infrastructure supporting them is re-
hardly changed. Blast transfers used proprietary protoc&%‘red- The deviation from the old Ethernet standard solve

and therefore none of the blast techniques made their wi Problem of software defragmentation, but the concept of
into cluster computing. So our work is quite different, sincédmPo Frames does not solve the problem of header/payload

it tries to improve performance by an integration of fastéparation. Since most Ethernet switches use simple store-

transfers with existing hardware and protocol stacks and, 2Rd-forward packet handling, storing packets in queues be-

a novelty, we explore speculative protocol processing wifR"® Peing processing them and passing them on. Therefore
cleanup code upon failure, while blasts work mostly witH! Packet switched networks, the presence of Jumbo Frames
assertions in a deterministic way. will result in increased latencies for all packets traveling in

the same network.

2.2. Gigabit networking alternatives and their solution for ~ We go a different route — instead of demanding ever

zero-copy increasing packet sizes, we suggest to incorporate a mod-

est additional hardware support for more fragmentation into

For System Area Networks (SAN) used in clusters of PCGsnaller Ethernet packets (similar to ATM cells) which will
several highly attractive SAN alternatives to Gigabit Etheresult in lower overall latencies and still permit high band-
net are available, e.g., Myrinet [3], SCI [8], Giganet [13] andidth transfers. Since such interfaces are still not available
ATM-OC12. There are some relevant architectural diffetoday, we enlist techniques of speculation for efficient de-
ences between these interconnect technologies and Gig&higmentation at the driver level in software. This is fore-
Ethernet. In some of those SAN technologies the transfessen and already properly specified by the classic Ethernet
between the host and the application program can be dmtendard for IP traffic.
in blocks whose size is equal or larger than a memory page
size; this is essential for zero-copy strategies and efficient
driver software. 3. Enabling zero-copy for existing simple Ethernet

Myrinet interconnects support long packets (unlimited hardware
MTU), link level error detection and end-to-end flow control
that is combined with a priori deadlock free, wormhole rouin order to achieve networking performance between 75
ing in the switches. Furthermore, the Myrinet network inte@nd 100 MByte/s with a Gigabit per second network inter-
face card provides significant additional processing powtaice, a zero-copy protocol architecture is absolutely neces-
through a user programmable RISC core with large stagiggry. With the common restriction of the MTU to 1500 Byte
memory. With this hardware there is much less justificdwhich is less than a memory page size) and the usual
tion for a TCP/IP protocol stack. Similarly the bulk datahardware support of a descriptor based Ethernet network in-
transfer capability of SCI interconnects relies on its harderface, it seems impossible to solve the problem of a true
ware for error correction and flow control to avoid the prolzero-copy transfer, because the common simplistic DMA
lem of fragmenting packets. Giganet also incorporateshardware cannot even reliably separate protocol header and
supercomputer-like reliable interconnect and pushes a hapayload data. To overcome the restrictions given by these
ware implementation of VIA to provide zero-copy commustandard network technologies and the simple hardware
nication between applications from user space to user spdemctionalities, we propose to useculative processing
In contrast to the supercomputing technologies, the ATNR the receiving network driver to defragment IP-fragments
OC12 hardware deals with packet losses in the switches awith the current hardware support. In our implementation
highly fragmented packets (MTU of 53 Byte). With fasof IP over Ethernet the driver pretends to support an MTU
ATM links and packets that small, there is no hope for def an entire memory page (4 KByte) and handles the frag-
fragmentation in software and the adapters must provide alentation into conventional Ethernet packets at the lowest
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possible level. By speculation we assume that during a highize the autonomy of operation and limit the chances of

performance transfer all Ethernet packets will arrive free placket loss.

errors and in the correct order so that the receiving driver can

put the payload of all fragments directly into the final dest8.2. An implementation of a zero-copy TCP/IP stack with

nation. Once the defragmentation problem is solved and thespeculative defragmentation

packet is properly reassembled in a memory page, all well

known zero-copy techniques can be used to pass the payléatia prototype implementation of a zero-copy TCP/IP stack

to the application. with driver level fragmentation we use several well-known
As with all speculative methods, the aim of speculativiechniques as indicated in section 2 — in particular, “page

defragmentation is to make a best case scenario extremimapping” [7] and for a second alternative implementation

fast at the price of a potentially more expensive worst catiee “fast buffer” concept proposed by [9]. The two different

scenario, with a cleanup operation if something went wronggro-copy techniques also demonstrate that the speculative

We will show by statistic arguments, that the best case is ilefragmentation technique is an independent achievement

deed thenost commonase. If either the data is smaller tha@nd that it works with different OS embeddings.

a page or a speculative zero-copy defragmentation does not

succeed because of interfering packets, the incoming dat&ig.1. Changes to the Linux TCP/IP stack for zero-copy

passed to the regular protocol stack to be handled in a cde Linux 2.2 TCP/IP protocol stack is similar to the BSD

ventional one-copy manner. With the current hardware oniipplementation and works with an optimized single-copy

one high performance stream can be processed at a time vatiifering strategy. Only a few changes were required to

optimal performance. On other network technologies, lik&)ake it suitable for zero-copy. The only extension we added

e.g., Myrinet, this restriction also holds since large transfei@ the original socket interface is a new socket option allow-

are non interruptible. Zero-copy transfers can be schedulegd applications to choose between the new zero-copy socket

explicitly or automatically. A network control architectureinterface and the traditional one.

with automatic scheduling is described in section 4. Both In the original interface, the data to be sent is copied and

can coexist with normal networking traffic that is runninghecksummed out of the application buffer into a so called

without a performance penalty. socket buffein kernel space. Instead of copying the data,
we just remap the whole page from user to kernel memory
3.1. Gigabit Ethernet and its NICs and mark it as copy-on-write to preserve the correct API se-

mantics. A pointer to the remapped page is added to the
In our experimental cluster of PCs we use off-the-shedbcket buffer data structure to keep our changes transpar-
400 MHz Pentium Il PCs, running Linux 2.2, connected viant to the rest of the stack (figure 2). We do not checksum
Gigabit Ethernet. Our Gigabit Ethernet test bed compriséata as this can be offloaded to the hardware but the original
a SmartSwitch 8600 manufactured by Cabletron and GNIC-
Il Gigabit Ethernet interface cards manufactured by Pack- -
etEngines. skb->head
Ethernet is highly successful for several reasons. Theskb->data
technology is simple, translating to high reliability and low
maintenance cost as well as reasonable cost of entry (e|gkb->zc data —————»| Zero-Gopy-Data (Memory Page)
compared to ATM). Gigabit Ethernet was first layered on
top of the already developed and tested physical layer of
enhanced ANSI standard Fiber-Channel optical componenRigure 2. Enhanced socket buffer with pointer to a zero-copy data part
and is now available over the Category 5 Copper cabling sys- (memory page).
tems so that even the physical infrastructure of fast Ethernet
can be reused. status |Iength 1420,20 1460 1480 1156

Our NICs use the Hamachi Ethernet interface chipset th gf::m Tiongth I 19t Frag. | 2nd Frag. |3rd Frag"
is a typical Gigabit Ethernet controller. Besides some bufferiz; gata /
ing FIFOs towards the link side, the controller chip hosts|status |length
two independent descriptor-based DMA processors (TX angiaa

RX) for streaming data to and from host memory without/22us [lengt

14,20

7
s

. . . zc_data
host intervention, hereby reducing the CPU load necessal¥aius [iength 14,20
. ; . T
for network handling. Advanced interrupt coalescing tech-data El

niques reduce the number of host interrupts to a minimumstats [tength
and multiple packets can be handled with a single interrupt2=22

The controller Chlp also detects TCP/IP protocol frames alq ure 3. Descriptor list with six entries showing a defragmented 4 KByte
correctly calculates the necessary checksums while forwa tket. The header data consists of an Ethernet and an IP part, in the first
ing the packets to the host. Some large internal FIFOs andagket additionally a TCP part. The numbers indicate the length of the parts
extended buffering capability in external SRAM chips max- in Byte.
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Figure 4. Fragmentation/defragmentation of a 4 KByte memory page is done by DMA through the interface hardware.

TCP/IP stack has not been touched, as the protocol headesnhapshot of a descriptor list after the buffers were written
are generated and stored in the buffer exactly the same why.the DMA.

On the receiver side, the original device driver controls The problem with current network interfaces is that de-
the DMA operation of the incoming frame to a previouslgcriptors must be statically pre-loaded in advance and that
reserved socket buffer during an interrupt. Later, after tteeproper separation of header and data is only possible by
time-critical interrupt, the data is passed to the TCP/IP-layguessing the length of the headdfor the zero-copy imple-
immediately. When the application reads the data, a copyrtentation the length of IP- and TCP-header fields must be
the application buffer is made. Our implementation differgre-negotiated and assumed correctly. If an incoming frame
from this schema as we reserve an entire memory page frdoes not match the expected format of an IP fragment or
the kernel to store a series of incoming fragments. Once tlgisntains unexpected protocol options, the zero-copy mode
page holds an entire 4 KByte IP packet, it is processed yaborted and the packet is passed to the regular protocol
the original stack and then remapped to the address spacstatk and copied. In the current implementation every un-
the receiving application. Remapping instead of copying expected non-burst packet causes zero-copy operation to be
possible, if the following conditions are met: disrupted.

. . When choosing another protocol (e.g., IPv6 or a special

L :Sgg:?;?:ﬂﬁ,\jrj S;egggge aligned and occupy an 'megﬁﬁl'pose protocol) the only thing that has to be altered in the
' driver are the length values of the header and data fields that

2. The received messages must be large enough to coveraspeculated on.

whole page of data.

3.2.3. Packet transmission and reception

In place of the standard IP-stack, our NIC device driver is

responsible for fragmenting packets of the 4 KByte payload

If one of the conditions is violated our implementation fallénto appropriate Ethernet fragments. To do this, the driver

back to the normal operation of the Linux TCP/IP stack argmulates a virtual network interface that pretends to send

hereby preserves the original copy semantics of the tratiirge Ethernet frames. The fragmentation is done in a stan-

3. Thezc_data -pointer must point to the data of the
zero-copy socket buffer.

tional socket interface. dard way by setting th®lore_Fragmentflag and the proper
offsets in the IP-header as outlined in figure 4. Moving the
3.2.2. Speculative defragmentation fragmentation/defragmentation from the IP-stack to the de-

The fragmenting Ethernet driver is enabled to send and idce driver therefore permits to offload this work intensive
ceive an entire memory page and further features headrsk to the NIC hardware.

separation in hardware. In zero-copy mode the TCP proto- Upon packet arrival, the controller logic transfers the
col stack automatically generates packets of 4 KByte wheheader and the payload into the buffers of the host mem-
ever possible, and the driver decomposes them into three @y as designated by the speculatively pre-loaded receive
fragments, each fragment using two DMA descriptor entrigigscriptor list. After all the fragments are received or, alter-
— one for the header data and one for the application dafatively, after a timeout is reached, an interrupt is triggered
Therefore, six descriptors are used to transmit or recei@gd the driver checks whether the payloads of all received
one fragmented zero-copy packet. This scheme of descript@gments have been correctly written to the corresponding
management permits to use the DMA-engine of the NIC #puffer space. In the case of success, i.e., if all the fragments
order to fragment and defragment frames directly from af@ve been received correctly, the IP-header is adapted to the

into memory pages that are suitable for mapping between
y pag ppIng ?The Hamachi chip does protocol interpretation at runtime to calculate

user and k?mel Space. . . . checksums, but we found no way to use this information to control the
A descriptor entry comprises a pointer to the data in thesma behavior. We hope that future Gigabit interface designs have better
buffer, fields for status and the buffer length. Figure 3 showsupport for this.
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new 4 KByte frame and the packet is passed further to the?2. Implicit versus explicit allocation of fast transfers

original IP-stack. If the speculation fails or the driver has | . o ) .
ing the protocol described above, it is also possible to hide

received an interfering packet between the individual fra ’S ) g '
ments of a 4 KByte frame, some data ends up in a displa entire network control architecture with slow/fast trans-

location. As soon as the device driver detects this conditi(fﬁ"lrS from the USEr program and to impllicitly optimize the
the receiving DMA is stopped and the data has to be Copigad—user communication performance Wl_th standard TCP/IP
out of the wrongly assumed final location into a new sockéf)CketS' Fast transfers can be automatlgally requgsted .and
buffer and afterwards passed forward for further processi 't up so that cgrtam data transfers benefit from a highly in-
Hence back pressure is applied to the link and a packet | gased bandwidth.

can be prevented in most cases due to buffers in the NIC and > 2" alternative, the sel.ect|.on of the transfer mecha-
the Gigabit Switch. nisms can be put under application control through an API.

For this option we implemented an I/O-contrigdtl ) call
which sends requests for fast transfers and returns the an-
swers of the receivers, so that fast transfers can be put under

4. A network control architecture to improve successful
user control.

speculation

The problem with our speculative solution is that muItipI% Performance results
concurrent blast transfers to the same receiver will result
in interleaved streams, garbling the zero-copy frames aBdl.. Performance limitation in PCI based PCs

reducing the performance due to frequent miss-speculation o ) o
about the next packet. To prevent interfering packets, we irh€ o Gigabit/s networking technologies introduced ear-

plemented a transparent admission control architecture i @re able to provide at least a Gigabit/s transfer rate over
the Ethernet driver level that promotes only one of the i€ network wires. Therefore a 1000BaseSX Ethernet per-

coming transfer streams to fast mode Unlike in blast mits transfer rates of about 125 MByte/s — at least in theory.

facilities, this control architecture does not necessarily in- 1 he external PCI bus in current commodity PCs runs at
volve new protocols that differ from regular IP nor an ex33 MHz with a 32 bit data path permitting data transfer rates

plicit scheduling of such transfers through a special API. ©f UP t0 132 MByte/s in theory. The maximal performance
No precise knowledge of this dedicated network contrd} Practice can reach 126 MByte/s, as we measured for large

architecture is required to understand the architectural isstSt transfers between a PCI card and the main memory
of speculative defragmentation for fast transfers. Howev8} the PC. The performance for a memory to memory copy
the knowledge of our admission control mechanism migHE.a Pentium II CPU is at 92 MByte/s for the Intel 440 BX
be needed for the proper interpretation of our performangliPSet operating an SDRAM based memory system clocked

: : with 100 MHz.
results in section 5. . . . .
As workstation main memory bandwidth has been and is

expected to continue increasing more slowly than the point-
to-point bandwidth of communication networks, copying be-

To achieve an exclusive allocation of a host-to-host chanrp('avleen system and application buffers is and will be the ma-

we have successfully implemented a distributed admissith bottleneck in end-to-end communication over high-speed

control mechanism at the driver level with especially taggenoetworks'

Ethernet packets that are handled directly by Ethernet drivgr2 Measured best case performance (gains of speculation)
A sender requests a zero-copy burst wittFast Req =

packet to the receiver which is answered blyast_Ackor Regular distributed applications executing on top of the
a Fast_NAckpacket. Although the round trip time of suchstandard Linux 2.2 kernel achieve a transfer rate of about
a request is about 3@s, only the invocation of the proto- 42 MByte/s for large transfers across a Gigabit Ethernet (see
col is delayed and not the data transfer. The transfer cigure 5). Even after OS support for zero-copy (e.g., remap-
be started immediately with low priority and as soon as giing with COW) is added, the performance is still disap-
acknowledgment arrives, the zero-copy mode can be turngsintingly low, because with Ethernet there is still the de-
on (in our software implementation this simply means thatagmenting copy. A similarly low performance is achieved
the packets are sent as three fragmented IP packets witlith the speculative defragmentation alone (without a zero-
total of 4096 Bytes, as described in section 3.2.3). In tlwpy embedding into an OS). The bandwidth increases from
rejection casé-ast_NAckthe fast transfer is either delayed42 to 45 MByte/s, because our current implementation of
or throttled to a lower bandwidth in order to reduce interfethe speculative defragmenter attempts to receive three pack-
ence with the ongoing zero-copy transfer of another sendets in a row and therefore reduces the interrupts. Handling
We prove in the performance analysis section that such Igust three packets at the time is considerably less than the
priority data-streams do not affect the bandwidth of a fakuge transfers considered in previous work about blast pro-
transfer in progress, but that they are essential to guaranteeols and so the minimal transfer length for half of peak
deadlock free operation. speed (half-length) is much better.

4.1. Admission control for fast transfers
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‘ ‘ ‘ ‘ i ‘ T Figure 6. TCP throughput across a Gigabit Ethernet for two fallback sce-
10 20 30 40 50 60 70 80 parios. There is no penalty for handling sender fragmented packets at an
Transfer-rate [MByte/s] unprepared receiver in normal receive mode. Only if a standard sender is

) o _ interrupting a burst into a zero-copy receiver, cleanup and resynchronization
Figure 5. Throughput of large data transfers over Gigabit Ethernet ("ggfter each packet is needed. This case should be infrequent and remains un-

grey b_ar). In combination with a zero-copy interface (FBufs) the througrE)'ptimized, but it still performs at 35 MByte/s which is not much slower than
put is increased from 42 to 75 MByte/s (black bar). If the zero-copy em- the standard implementation at 42 MByte/s

bedding as well as the speculative defragmentation is used alone the per-

formance does not increase much (dark gray bars), since data is still copied Table 1

in the driver for packet defragmentation or in the upper layer of the system

between user and kernel space. Only the combination of the two techniques

enables the higher speeds of true zero-copy communication (black bars).

The figures characterize the performance on two 400 MHz Pentium Il PCs
with an Intel 440 BX chipset and a 32 bit/33 MHz PCl-bus.

0

Effect of interferences on a transfer with thep  benchmark

sending 100 000 zero-copy packets containing 4096 Byte. The

bandwidth is still much better even if the zero-copy transfer is
highly interrupted.

Packets Failed Bandwidth
To see a leap in the performance we must combine all ~ interfered ZC-packets (MB/s)
zero-copy technologies to eliminate the last copy. After 0 2 75
the integration of our defragmenting driver into the zero- 100 15 73
copy OS environment, the performance of the TCP/IP stack 10000 28 63

climbs to 65 MByte/s for fast transfers in a “page remap-

ping” environment and to 75 MByte/s in a “fast buffers’helonging to the current stream was received as zero-copy
environment. The “page remapping” approach is slightlyacket, two actions need to be taken: (1) The reception of
slower than the “fast buffers” approach since some expefiore packets must be stopped, the descriptor lists reinitial-
sive memory mapping operations are performed during ti&d and the reception of packets restarted, (2) the scattered
transfer itself in the first case instead of during startup phagggments must be copied from the zero-copy buffers and
in the second case. passed on to the regular IP-stack. This explains the small
performance reduction.
5.3. Performance of fallback (penalties when speculation  For pre-scheduled communication, the cleanup scenario
fails) is already highly unlikely. By an appropriate network con-
trol architecture that coordinates the senders and receivers in
A first “backward compatibility” fallback scenario measureg cjuster (see section 4) the probability of such occurrences
the performance of a sender that dumps fragmented 4 KB be reduced substantially. Table 1 shows the bandwidths
TCP packets to an unprepared standard Linux receiver. Aghieved with infrequently interrupted zero-copy transfers.
mentioned befOI‘e, we use standardized IP'fragmentati0n|n section 6 we propose a Simp'e packet filter |Ogic for
and so every receiving protocol stack is able to handle ogfe NICs which would separate any burst streams from all
fast streams without any problems at normal speed (see figle other traffic. So the miss rate could be further reduced.
ure 6). Actually the performance of this fallback scenario
is higher than the standard protocol stack; the negligibies. Rates of success in real applications
improvement is probably due to the more efficient sender
fragmenting in the driver rather than in the TCP/IP protocdlable 2 shows some packet-arrival hit/miss statistics of two
stack. application traces gathered on our cluster of PCs. The first
The more interesting fallback case is when speculatidrace is taken from a distributed Oracle database executing
in the driver fails entirely and a fallback into the cleanuguery 7 of a TPC-D workload (distributed across multiple
code at the receiver is required. The maximum cost of thimdes of cluster by an SQL parallelizer) and the second trace
worst case is depicted with a standard sender transmittinggahe execution of an OpenMP SOR code using the Tread-
a receiver in zero-copy mode. The overhead of the cleanMarks DSM system (distributed shared memory). In the Or-
code reduces the performance from 42 MByte/s to aboatle case with TPC-D workload, two bursts containing re-
35 MByte/s. If the device driver detects that a packet nstlts from queries are simultaneously communicated back
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Table 2
Study about the rate of success for speculative transfers based on application traces (numbers signify received frames/packets).
The TreadMarks application prevents interferences of fast transfers whereas the TPC-D benchmark needs the control architecture
to guarantee a predication rate that makes speculation worthwhile.

Application trace Oracle running TPC-D TreadMarks running SOR
Master Host 1 Host 2 Master Host 1 Host 2

Ethernet total 129835 67524 62311 68182 51095 50731

frames large (data) 90725 45877 44848 44004 30707 30419
small (control) 39110 21647 17463 24178 20388 20312

Zero-copy potential 26505 12611 13894 14670 10231 10135

packets successful 12745 12611 13894 14458 10225 10133
success rate 48% 100% 100% 99% >99% >99%

Table 3

Execution time improvements for a TreadMarks SOR code running on 3 PCs, communi-

cating with two page sizes over different networks. Just a small performance improvement

can be measured as the application is very much latency sensitive. With larger pages the
improvement is higher even if more data has to be communicated.

Packet size  Number of Execution times (s)
(KByte) pages Fast Ethernet  Gigabit Ethernet ~ ZC-Gigabit Ethernet
4 21218 41.4 39.744.1%) 39.3¢5.1%)
16 5509 40.0 37.147.3%) 36.6 £8.5%)

to the master at the end of the distributed queries. This leddgprovement can be explained by a communication proto-
to many interferences, which need to be separated by ttw that is highly sensitiveness to latency and so a higher
proposed control architecture. bandwidth does not result in better performance. With larger
In the TreadMarks example, pages are distributed oveages the improvement is a bit better as more data has to be
the network at the beginning of the parallel section and sesdmmunicated. Without a cleanup of the TreadMarks com-
back to the master at the end. The structure of the calaaunication code, the gains of zero-copy communication re-
lations or of the DSM middleware properly serializes andhain marginal because the middleware requires with many
schedules the transfers so that the speculation does workirernal data copies. This looks pretty much like a chicken

most perfectly. and egg problem as all current middlewares still rely heav-
ily on copying semantics internally. Without a widespread
5.5. Execution times of application programs Gigabit communication infrastructure in place, there is no

trend in commercial software that makes use of such high
For a further investigation of performance that goes a stepeed networks.
beyond small microbenchmarks, we considered measuringAs a third application code we investigated the data
standard benchmarks (like the NAS Parallel Benchmark [Z)reaming tooDolly that was designed by our group [22].
on top of our new communication infrastructure as well a3olly is used to distribute data streams (disk images) to a
full speed runs with the applications used for the trace basketige number of machines in a cluster of PCs. Instead of
studies in the previous paragraphs. Unfortunately, we cametwork multicast Dolly uses a simple multi-drop chain of
sistently ran into performance bottlenecks within the conT-CP connections. Using a logical network topology elim-
munication middleware for most meaningful applicationsnates the server-bottleneck and renders a data distribution
NAS uses MPI, which needs a modification and a majperformance thatis nearly independent of the number of par-
rewrite to support zero-copy communication. The TPC-Ecipating nodes. The tool is used for distributing hard disk
data mining benchmark under ORACLE 8.0 results in nigeartitions to all nodes in widespread clusters, enabling fast
traces and useful hints about traffic patterns, but we camperating system installation, application software upgrades,
not get that middleware to generate data at speeds higbedistributing datasets for later parallel processing. In the
than 1.4 MByte/s [24]. With such low communication dedifferent context of [22] we give a detailed performance pre-
mands Gigabit Ethernet does not make sense and the exeatiction model for this application on a variety of different
tion times compared to Fast Ethernet remain the same. Therdware and calculate the maximum achievable bandwidth
TreadMarks system can take some advantage of the lowédata distribution by a simple analytical model. The model
CPU utilization and the higher bandwidth. Table 3 showasccounts for the limiting resources inside the nodes and pre-
an overall improvement of the SOR example used in the lafitts a maximal streaming bandwidth for a given network
section of 4.1% (7.5% with 16 KByte pages) with Gigabitopology. The prediction is based on the flow of the data
Ethernet and 5.1% (8.5% with 16 KByte pages) with zerstreams in the nodes and their usage of the resources. These
copy Gigabit Ethernet. The disappointing magnitude of tHemiting resources could be either the memory subsystem,
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Table 4
Predicted and measured bandwidths for a data distribution over a logical multi-drop chain.
As the CPU is the bottleneck, not the network, there is just a performance improvement
when the communication copies can be eliminated. This is reflected by the model as well
as by the measured performance.

Dolly streaming (MB/s) Fast Ethernet Gigabit Ethernet ZC-Gigabit Ethernet

Modeled 11.1 11.140%) 14.7 (-32%)
Measured 8.8 9.042%) 12.2 ¢-39%)
One-Copy Communication Zero-Gopy Communication
e bbb bbbl ittt = e bbbt =
< P 2 | System | o < > %: [}
(- 3 s y buffer | ) 3. S 2/
| System | O| User | Network | System | O| User | Network
l J 1 buffer buffer X S  etwor 6‘7 buffer buffer | Networ
scsl | zW System || scsl ! o\
Teomector  F| bufler |2 Teonector . £ %

Figure 7. Schematic data flow of an active node runningdXbiy client.

the 1/0O bus (which is used for disk and network 1/0), theould greatly simplify the implementation of a zero-copy de-
attached hard disk drives or the CPU utilization. While thigagmenter, while preserving the compatibility with standard
absolute speeds with our advanced zero-copy communi&hernet IP protocols and the simplicity of current off-the-
tion architecture did not break records, the model explaishelf Ethernet hardware.
a performance improvement of nearly 40% very accurately.
The limiting factor on current PCs is the memory systers.1. Control path between checksumming- and DMA-Logic
utilization and so the fewer copies result in significant per-
formance improvements and with it, in shorter down-timagany networking adapters already do protocol detection to
for the software maintenance of our clusters. help with the check-summing of the payload but this detec-
For a partition cast over a logical multi-drop chain (segon information cannot be used to control the transfer of the
table 4) the model predicts the same bandwidth for Fast Effames to the host. As a first improvement to today’s Ether-
ernetand Gigabit Ethernet, as itidentifies the CPU and mefet NICs we propose to introduce an additional control-path
ory system of the nodes as the main bottleneck; the netwgskween the checksumming logic with its protocol-matching
is much faster. If the zero-copy stack is used, i.e., the co@ngine and the DMA-Logic. This makes the protocol infor-
munication copies are eliminated (see figure 7), the improviation available to the DMA-Logic and allows to reliably
ment due the reduced load on CPU and memories is refleciegarate the headers from the payload data. In section 3.2
by the model as well as by the measured streaming perf@je showed that this does not imply a totally different proto-
mance. While the transition from Fast Ethernet to Gigabip| stack implementation, but for clients using the separation
Ethernet result in a marginal performance gain of 2%, thefigyould greatly improve the rate of success even if the sup-

is a quite an impressive leap in performance of 39% when Usyrt does not work for all the frames (e.g., for frames with
ing Gigabit Ethernet with our new zero-copy stack based @fifferent TCP options).

speculative defragmentation. Since the streams of a multi-
drop chain are quite static and well controlled, there are cloge, Multiple descriptor lists for receive
to no mispredictions in the defragmentation process for the

application Dolly. Communication at Gigabit/s speeds requires that incoming
data is placed automatically into the memory of the receiv-
ing processor. At Gigabit/s speeds there is no time to take
an interrupt after every incoming packet or to do a complete
protocol interpretation in hardware. For a zero-copy imple-
In section 3.2 we showed that, based on speculation teghentation the difficult part is to deposit the incoming, pos-
niques, it is possible to implement a zero-copy TCP/IP preibly fragmented payload directly into its final destination
tocol stack with the simple hardware support available in memory. The previous work with ATM or VIA [11,25]
today’'s Ethernet network interfaces. The speculative tecsiggests that this is done on a per virtual channel or per con-
nique required extensive cleanup operations to guarantegtion basis. All known solutions require lots of dedicated
correctness in all cases, e.g., when the defragmenter madedware, a co-processor or data copies to solve the problem.
wrong guesses about the packet order. Speculation misse8ased on our strategy of speculative support we propose
automatically raise the question of using prediction hartls divide the available descriptors into a small number of
ware to improve the accuracy of the guesses. We therefeeparate lists to deposit different kinds of incoming data seg-
propose three simple extensions to the NIC hardware thménts directly. We suggest one list for transmitting and at

6. Enhanced hardware support for speculative
zero-copy
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PaCket 00000000...1110100100000000...1111011100001000000000000100010100101000... .. 00000110.. ... 10000011...010110101000000110.. .
MCAMH1 0000100000G000000100010100101000% . . .x0G000110%. .. x10000011. .. 01011010XXXXXXXKKKKKK
MCAM2 10001000000000000100010100101000%...x00000110x...%x10000011...01011010XXXXXRKRLLLLX

destination addr
source addr

type

version

header length
TOS

protocol

header checksum
source |IP addr
dest IP addr

Jtotal len, id, flags..

a——— Ethernet header —— heade

|

(no options)

Figure 8. The bit stream of every incoming packet is matched against a content addressable match register (match cam) to detect packets to be handled

by the zero-copy defragmenter. Matching against an “x” (do not care) in the match register is implemented with a second mask register. Multiple match

register pairs provide associativity to match more than one protocol family. The match registers are mapped into the control space of the NIC and can
easily be written by the drivers.

least two descriptor lists for receiving, one that is usable Dual TX

. ; : buff. DMA

to handle fast data transfers in a speculative manner with [T CTI2<S [T
k] > | -
zero-copy and a second one that can handle the packet$$of 2| TXFIFO T |5 3
TP : : - 2 o[>
all o_ther traffic including all u_nexpected packets in a cong &2 rx FiFol {7 Rx ‘ T T
ventional manner. The small increase from currently two to Imm CKS 1' Dmual -
three descriptor lists satisfies our requirements for a minimal e ?H » ;,mf?ﬁ = [Frame buff. DMA
. il Apd ) ML {2
change to the current adapter design. Memory | s st ia:
BCAM {3)

6.3. Content addressable protocol match registers Figure 9. Schematic flow of the packets through a typical Gigabit Ethernet

adapter. The gray bars indicate three possible locations (1), (2) or (3) for the

. . . proposed protocol match cam mechanism. We recommend the location (1)

The goals Of_ using standard Ethe.met in cluster Clompunﬁghe beginning of the RX FIFO since it provides the matching information
is to work with mass market equipment for the intercon- as early as possible.
nects and for the switches. Therefore the standard Ethernet
and IP protocols must be followed as closely as possibRie FIFO based designs the match operation against the first
Messages that are handled in a zero-copy manner must298 bits of an incoming packet can take place at the head of
tagged appropriately at the Ethernet frame level, e.g., withe FIFO (1) while the data and the match results are propa-
a modified protocol ID, but this could cause problems witgiated to the end of the queue. In the more advanced design
smart switches, so using tAgpe-of-Servicsits within the With mandatory buffering into a staging store (like, e.g., in
IP header might be more appropriate. the Hamachi chipset) the protocol match could also be eval-

As a third enhancement we propose to implement ygted when the packet is transferred into the internal staging
stream detection-logic with a simple matching register t8RAM (2) and again the result of the match would be stored
separate special zero-copy transfers from ordinary traffic. With the packet. As a third option the match could be per-

As mentioned before, many networking adapters do 4prmed just before the DMA spheduler selects a pac!(et for
ready support a static protocol detection to help with tht_ge t_ransfer over the PCI t_)us into the host (3). The third op-
checksumming of the payload. But this information is nd{on iS probably too late since the DMA schedule needs to
made available to control the transfer of the frames to ti§€cide based on the availability of descriptors to transfer or
host and the built in detection is not programmable to 2Pt t0 transfer a packet to host memory. .
specific data stream. To keep our protocol detection hard-Match CAMs were extensively used in the iWarp paral-
ware as flexible and as simple as possible, we suggest to!ffl-COMPUters to detect and separate messages of different
clude a user programmable Match CAM (Content Addresg[otocol fa_1m|l!es in .|ts high speed interconnect. The im-
able Memory) register of about 256 bit length for every dd€mentation in the iwWarp VLSI component [14] consumed
scriptor list. The first 256 bits of any incoming packet ariSS than 2000 gates. Matching registers for protocol detec-
then matched against those registers and the match is evif! @re already presentin many NICs although they usually
ated. The CAM properties of the match register are tailor&@ntrol only the checksumming logic and not the descriptor

to interpretation of protocols modified in the future and O§electlon for DMA.

entire protocol families. The bits should be mask-able with a

“don’t care”-option and it would make sense to provide SOMe ~qnclusions

modest associativity (e.g., 2 way or 4 way) for matches. An

example of a packet match is given in figure 8. The small packet size of standard Gigabit Ethernet prevents
The best location of this protocol matching hardwareommon zero-copy protocol optimizations unless IP packets

strongly depends on the VLSI implementation of the Gigazan be fragmented most efficiently at the driver level with-

bit Ethernet interface, as shown in figure 9. In the most simut involving any additional data copies. Accurate fragmen-
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tation and defragmentation of packets in hardware remaimgasured to perform 39% better with our zero-copy com-

impossible with most existing Gigabit Ethernet network inmunication architecture than with a standard protocol stack.

terface chips unlessspeculative approacis taken. Our approach of speculative processing in hardware,
With speculation techniques it becomes possible to imalong with cleanup in software as a fallback, seems to enable

plement true end-to-end zero-copy TCP/IP based on someet of simple new solutions to overcome some old perfor-

simple existing network adapters. A substantial fraction efance bottlenecks in network interfaces for high speed net-

the peak bandwidth of a Gigabit Ethernet can be achieved fgorking.

large transfers while preserving the standardized socket API

and the TCP/IP functionality. The study of the speculation

hit rates within three applications (the SOR with TreadMark8eferences

DSM, a TPC-D benchmark with Oracle and our own Dolly

tool for partition casting) shows that speculation misses arg] Alteon WebSystems Inc., Jumbo frames whitepaper, Product Web-
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